
Use strong passwords and passcodes 
Always use strong passwords that do not Always use strong passwords that do not 
contain memorable dates or names.  Adding a 
passcode such as a password, PIN, or pattern 
lock, to your device's lock screen helps to 
prevent someone else from gaining access to 
your device. Setting up your device's fingerprint 
reader or face recognition scanner (if your 
device has one) also allows for additional device has one) also allows for additional 
security. 

Keep devices and apps updated
Ensure updates for mobile devices and apps 
are installed as soon as possible. These 
protect against security vulnerabilities and 
may also include additional performance and 
feature updates. 

Back up device contents
If your device has a fault, or is lost or stolen, If your device has a fault, or is lost or stolen, 
then it is easier to get a copy of your data if it 
is already backed up.  Both iOS and Android 
offer built-in back-ups for saving a copy of 
your contacts, calendar and photos in the 
cloud, which can be enabled through device 
settings. 

Enable encryption
Encryption prevents someone else from Encryption prevents someone else from 
reading your data if your phone is lost or 
stolen. On Android, encryption can be 
enabled through the device settings via 
Settings > Security > Encryption. (Note that 
this varies slightly by device and version of 
Android.) Encryption is enabled by default on 
iOS and cannot be disabled. iOS and cannot be disabled. 

Enable remote tracking
Android and iOS both have built-in options 
for remotely tracking devices which can be 
enabled in device settings.  This means that if 
your device is lost or stolen, it can be 
remotely tracked and erased. 

Android: Android: 
https://www.google.co.uk/android/find 

iOS: https://www.icloud.com/find 

  

MOBILE DEVICES
TIPS & TRICKS
Mobile devices are a key part of our everyday lives, and so often 
contain a huge amount of personal data such as emails, texts, photos, 
and social media messages.  

Install any device or app updates as soon as possible. 

Back up device contents and enable encryption. 
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