
Distributed Denial of Service Attack (DDoS)
A DDoS attack is a frequently used technique A DDoS attack is a frequently used technique 
designed to flood the target with connections in 
order to overload a website or network.  This 
brings down the service and causes a great 
amount of disruption, as the service cannot be 
accessed by clients or users. These attacks can 
lead to negative repercussions for a company 
as it can often prevent key business as it can often prevent key business 
infrastructure from operating effectively.   

Spear Phishing 
Be wary of emails and documents asking you Be wary of emails and documents asking you 
to send sensitive information such as 
usernames and passwords.  If an employee 
falls for the “cat and mouse trick”, malware 
can infect a company's infrastructure and 
cause lasting damage to IT systems. It is 
important to educate your employees in 
identifying the key markers of a phishing identifying the key markers of a phishing 
email and what to do if they find one. Many 
phishing emails will have errors in them, 
which is done on purpose, to filter out the 
smart from the gullible. However, spear 
phishing attacks utilize target-specific details 
to make emails seem more legitimate. This 
technique is only applicable to a few targets technique is only applicable to a few targets 
at a time, as the process does require 
research into the target for it to be effective. 

Malware 
Malware is one of the most common threats to Malware is one of the most common threats to 
businesses and home users alike and can cause 
devastation if it successfully infects and spreads 
through a network.  Malware is a computer 
programme purpose-built to damage 
infrastructure, spy on users, steal sensitive files, 
or lock all data and hold its owners to ransom.  
The latter is called Ransomware.  Malware can The latter is called Ransomware.  Malware can 
infect devices in many ways, including:  emails, 
malicious sites, infected documents and adverts 
on websites. 

Web Application 
Serious weaknesses or vulnerabilities in web 
application design can allow hackers to gain 
direct access to databases in order to 
manipulate sensitive data.  This is one of the 
many damaging attacks that can be used to 
exploit a website.  Many databases contain 
valuable information, including personal and 
financial details, making them a frequent target financial details, making them a frequent target 
for hackers.  

The identity of the attacker is often unknown.  
Users often don't know they've been hit until it's 
too late. 

Attacks can come in a wide variety of forms.  
They can be very targeted towards a handful of 
individuals, or extend across a whole business, 
or even multiple businesses.  Understanding 
these attacks is the first step towards securing 
yourself and your customers. 

TYPES OF 
CYBER THREATS
Cyber-attacks can come in a variety of forms.  They can be targeted at an 
individual or organization or totally random.  Targeted attacks are often more 
sophisticated, and it is harder to identify the attacker(s). Understanding the 
different types of attacks is key to defending against them. 

The identity of the attacker(s) is often unknown. 

Users often do not know they have been attacked until it is too late. 
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